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Introduction

The Black market arms trade refers to the illegal transfer and purchase of weapons that do not
follow legal frameworks or weapon laws. Such transfers have led to numerous issues regarding the
regulation of weapons globally and have fueled violence and instability across countless regions. The
black market operates as the silent engine of global terrorism, as it is the clandestine space where
terrorists can obtain illicit weapons and supplies discreetly. Terrorism, though present for centuries, has
evolved into a modern phenomenon that operates seamlessly across both physical and digital domains.
Today, transnational terrorist networks pose a great threat to global security and societal stability. Large
terrorist organizations like ISIS and Al Qaeda, have driven instability and violence that continues to
influence the world and political institutions. It destabilizes nations, undermines global peace and is one

of the most pressing modern day issues that stands in the way of global security.

Oftentimes, terrorists prefer to smuggle small arms and light weapons (SALW) through black
market settings. Such is due to the fact that they are cheap as well as easier to smuggle, in comparison to
big arms and heavy weapons, yet they can still cause distinguishable harm. Acknowledging this, the
United Nations launched the Programme of Action on SALWs to address their proliferation and regulate
their circulation. While the program has initiated improvements, the issue is far from solved. The
international community is aware of the threats of terrorist organizations and the weapons which they
possess. Despite the pressing threats of terrorism and the instability it poses to the world, international
institutions have yet to control the issue and recognize the extent to which the black market plays a role in

it.



Definition of Key Terms

Terrorism

The unlawful use of violence and intimidation, especially against civilians, in the pursuit of political aims.

The Black Market

An illegal traffic or trade in officially controlled or scarce commodities.

Arms Trade

The global exchange of weapons and military equipment.

[SIS (Islamic State of Iraq and Syria)

Also known as ISIL (Islamic State of Iraq and the Levant), is a Sunni jihadist group with a particularly

violent ideology that calls itself a caliphate and claims religious authority over all Muslims.

AL Qaeda

A pan-Islamist militant organization who self-identifies as a global Islamist revolution to unite the

Muslim world under a supra-national Islamic caliphate.

Illicit Arms Trade

The illegal transfer and trafficking of weapons that bypasses international regulations and national

controls.

Proxy Groups
Non-state armed groups supported indirectly by states, often supplied with weapons to pursue strategic or

political goals.

Dark Web

A part of the World Wide Web that is solely accessible on special software, which allows users and

website operators to be anonymous or untraceable.



Non-State Actors

Armed groups or individuals not formally representing a government but capable of influencing conflicts

and security through illicit weapons.

Background Information

Historical Background Information

While the Black market weapons trade has been around for centuries, the aftermath of World War
II was the time period when it began to form into the extensive illegal network that it is today. The post
war period and decolonization left large amounts of artillery and military tools, which were then diverted
into illicit channels and trading networks. Subsequently, the collapse of the Soviet Union (1991) gave way
to a second wave of weapons that once again, ended up in illegal trades. This resurgence of arms was
majorly SALW which ended up in the hands of non-state actors, fueling global terrorism and paving a

path for it to exacerbate to the global issue that it is today.

Increased globalization is another aspect of the creation of the black markets. The amplified
interconnectedness between states has allowed black markets to find the opportunity to transcend national
boundaries. As conflicts emerged independently and the world grew increasingly interdependent, the
black market trade in weapons expanded. These illicit networks not only supplied ongoing conflicts but
also empowered terrorist organizations, providing them with the military resources needed to launch

attacks on civilians and exert influence over regional instability.

Current Situation in the World

Today, the black market arms trade remains one of the most persistent challenges facing our
increasingly interconnected world. SALWs constitute the overwhelming majority of weapons trafficked
illegally, accounting for nearly 85% of all illicit arms transfers worldwide according to the United Nations
Office on Drugs and Crime (UNODC). Although less sophisticated than nuclear or chemical weapons,
SALWs are responsible for an estimated 200,000 deaths annually, fueling violence, prolonging conflicts,
and enabling terrorist organizations to commit war crimes with relative ease. Their compact size and
accessibility make them the preferred choice for terrorist groups, who exploit smuggling routes and, more
recently, online platforms such as the dark web to acquire them. Governments continue to struggle to
effectively monitor and disrupt these flows. The Global Initiative Against Transnational Organized Crime
(GI-TOC) reports that arms originating from active conflict zones, particularly Ukraine, have already

given rise to new trafficking routes across Europe, lowering barriers for both organized crime groups and



terrorist networks to access weapons. This evolving reality underscores the urgent need for a more

coordinated international response to dismantle the infrastructure of the black market arms trade.

The impact of the black market arms trade is particularly severe in regions such as the Middle
East and West and Central Africa, where fragile governance and ongoing conflicts create fertile ground
for clandestine networks to thrive. Groups like al-Shabaab in Somalia and Boko Haram in Nigeria have
repeatedly exploited smuggling routes to secure weapons, enabling them to launch devastating attacks
against both civilians and government institutions. According to the Global Terrorism Index (GTI) 2024,
Sub-Saharan Africa now accounts for over 40% of global terrorism deaths, with Nigeria, Burkina Faso,
and Mali among the hardest-hit states. In many cases, the circulation of illicit weapons not only intensifies
ongoing conflicts but also persists long after hostilities subside, leaving behind an arsenal that exacerbates
instability and undermines reconstruction efforts. This legacy places immense strain on states,
communities, and regional security frameworks, making the arms trade a critical multiplier of violence.
As illustrated in the Global Terrorism Index map below, the regions most affected by terrorism often
overlap with those where the black market arms trade is most active, underscoring the urgent need for

comprehensive international intervention.

GLOBAL
TERRORISM
INDEX 2016

MEASURING THE IMPACT OF TERRORISM

Areas where terrorism-related activities are most intensive. The darker the red, the more affected the country.

Figure 1. Global Terrorism Index (2016) - Measuring the Impact of Terrorism Per Region

Furthermore, many of the black market routes that used to traffic illicit arms are deliberately
established in and around conflict zones, where weakened borders allow smugglers to operate with
minimal oversight. This strategic positioning not only facilitates smoother transfers but also makes

international intervention and enforcement efforts far more difficult.



Additionally with the increasing developments of technology and artificial intelligence (Al), new
methods and risks have been introduced to the black market arms trade that fuels global terrorism. The
illicit arms trade has undergone a profound transformation, and with these new technological
advancements, access has become increasingly easier for terrorist organizations and organized crime
groups. A study carried out by “RAND Europe and the University of Manchester” was conducted to
understand the extent to which the dark web played a role in the black market arms trade. Their research
concluded that the dark web enables the circulation of arms and is becoming increasingly available and
accessible. Additionally, it was discovered that the United States and Europe are both large sources of the
arms that are listed and circulate. With the advancements that are changing the world we live in, the dark
web is becoming significantly more accessible to terrorist organizations, gangs, or “ lone-wolves

terrorists” to obtain lethal weapons.

While Al and technological advancements can have harsher implications for terrorist possession
of weapons, advanced programs can also have benefits in combatting the solution. An example of this is
an Al program called “CEASEFIRE”, built to enable detection of illicit firearms trafficking, mapping
patterns and detecting trade. Such advancements of technology have helped law enforcement,
governments and forensic specialists to tackle this issue. By updating and perfecting the technology, they

can have easier access to tracking, halting and combatting the issue of the black market arms trade.

This problem is far from being solved. While attempts have been made, terrorism fueled by black

market arms trades continues to impede on our globalized world in horrific manners.

Major Countries and Organisations Involved

Ukraine

The Russian invasion of Ukraine has created a massive flow of arms into Eastern Europe. Ukraine has
become one of the world's largest arms importer in recent years since 2020 and rose around 9.63 % since
2015. While the weapons provided to Ukraine to support defense against Russia are mostly done so
legally, there is a high risk of diversion, meaning that black market actors attempt to smuggle weapons
across borders and into channels that can fuel terrorism. Often, smuggling of weapons is at high risk

especially in conflict zones, making Ukraine a hotspot for black market smuggling.

The United States of America



The United States is the leading legal arms exporters in the world, containing more than 393 million
privately owned firearms. Due to this, there is great risk of leakage into the black markets. American
weapons and firearms are often trafficked into Mexico through the border, or other latin american
countries. An estimated 200,000 firearms are annually smuggled into Mexico through the border. In such
locations, they are frequently traded off to violent non-state actors such as drug cartels, gangs, and
indirectly, terrorist affiliated groups. The United States, while being a global leader in terms of military
resources and the trade of legal arms, is additionally an unintentional hotspot for diversion of weapons

into black market channels that fuel global violence and terrorism.

Iran

Iran is directly involved in this issue as they supply weapons and arms to proxy groups and militias. This
is a way for them to use weapon trafficking for foreign policy and regional influence. For example, a US
navy ship intercepted a ship full of 2,116 AK-47s through illicit arms routes in January of 2023, on route
to Yemen from Iran. Iran supplies arms to groups such as Hezbollah in Lebanon, Hamas and Palestinian
Islamic Jihad in Gaza, Shi’a militia in Iraq, and the Houthi rebels in Yemen. Such groups can be widely
classified as terrorist organizations and the weapons smuggled to them have been used in violent and

deadly attacks.

African States (Libya, Sudan, Somalia, Nigeria)

Many of the African states such as Libya, Sudan, Somalia and Nigeria are in positions of weak
governance and borders, making such locations prime targets for illicit weapons channels to terrorist
organizations and non-state groups that commit violent acts and in some cases act as a government. More
than half of the global terrorist deaths have now been accounted for in the Sahel region, demonstrating the
danger of conflict zones and areas with weak border control can accentuate the illicit arms flow and
terrorist actions. Additionally, ongoing conflicts enable the growth of such black market channels of
weapons, combined with a lack of authority to monitor and stop illicit arms channels. This contributes to

the cycle of violence that continues to fuel the engine of global terrorism.

European Union (EU)

The European Union has played a significant role in attempting to regulate the illicit arms trade. It
regulates firearms circulation through the EU Firearms Directive (91/477/EEC), the EU Action Plan on
Firearms Trafficking (2013-2017) and the EU Strategy against Illicit Firearms Trafficking (2020-2025).



The EU is a major actor with well thought out plans and strategies to control illegal firearms trade that

fuel terrorism and violence, and have been global leaders in developing useful policies and laws.

UNODC (United Nations Office on Drugs and Crime)

UNODC is the prime UN organ responsible for organized crime, which includes the illicit trade of
weapons that fuel global terrorism. Their role is rooted in legislation, policy, and overseeing the issue.
UNODC placed legal mandates on such through the Firearms Protocol (2001), which requires states to
criminalize arms trafficking, establish systems for marking and tracing firearms, and maintain records for
at least 10 years. Such attempts to slow trafficking and enhance international cooperation. Furthermore, in
2020, the UNODC published its first mapping of the tracing of illicit firearm trafficking, with specific
details in order for such to be terminated and seized. While measures have been taken to reduce the black
market trade of weapons, the UNODC still faces limitations in areas such as lack of data and overall

enforcement.

UNODA (UN Office for Disarmament Affairs)

The UN office for disarmament affairs works mainly on coordinating arms control and on the policy side
of the issue. Their job is to prevent weapons from being diverted into black markets. They do so by
coordinating projects that attempt to solve the issue, such as the Arms Trade Treaty (2013), Programme
of Action on SALW (2001), and International Tracing Instrument (2005). These programs oversee and

create legislation that attempts to control illicit arms trafficking.



Timeline of Events

Date

1945

1991

1992

Description of Event

Post World War 11 surplus of weapons

Following World War II, millions of leftover
weapons were smuggled into Black markets and
illicit arms trades to be transported to terrorist
organizations and used to carry out war crimes
and violence. An estimated 100 million firearms
have plausibly entered the black markets since
world war II. This supply of weapons is
considered to be a major event that laid the

foundation for today's black markets.

Cold War and Collapse of the Soviet Union

The end of the cold war and collapse of the Soviet
Union left a great supply of poorly secured arms.
Weak  accounting, underfunded  disposal
programs, and active private dealers allowed
many of these weapons to leak onto established
illicit routes. Arms were spread across Eastern
Europe, Africa, and the Middle East, through the
established and growing illicit trade routes.
Investigations and research have since
documented Soviet-origin small arms have turned
up with terrorist groups, worsening regional

violence.

UN Arms Embargo on Somalia

The UN proposed its first response to the arms
trade and the negative effects it was having on
conflicts in 1992, through Resolution 733, which

attempted to stop weapons from fueling conflict



2001

2013

2022

10

in Somalia.However, due to weak enforcement,

weapons still diverged to groups like al-Shabaab.

9/11 Attacks and UN Response

The September 11th terrorism attack highlighted
gaps in international security. Specifically
focusing on the distribution and access to lethal
weapons. The UN adopted the Programme of
Action on Small Arms (PoA) and the Firearms
Protocol, attempting to curb the black market

arms trade.

Arms Trade Treaty (ATT) Adopted

The UN general assembly adopted the Arms
Trade Treaty (ATT), which was the first legally
binding treaty to regulate global arms transfers
and attempt to control illicit trades. The treaty
aimed to regulate and stop arms from reaching
terrorist organizations that use them to fuel

violence.

Russia and Ukraine War

The massive influx in weapons that were supplied
to Ukraine by supporting states and organizations,
raised concerns about divergence into black
markets. Around 300,000 weapons have been lost
and unaccounted for, and could potentially have
been smuggled into the illicit arms trade.
Organized crime groups and traffickers have
increasingly begun exploiting new smuggling

routes, threatening European and global security.



Relevant UN Treaties and Resolutions

Arms Trade Treaty (ATT, ) Adopted 2 April 2013 by UNGA, Resolution 67/234 B

The Arms Trade treaty was the first legally binding global treaty that attempted to regulate illicit global
arms trafficking. Entering into force December 2014, it contains provisions to regulate international trade,
in attempts to block transfers that are at risk of being used for terrorism or violent purposes that could
violate human rights. While the treaty was a step in the right direction for tackling the global issue, some
limitations are present as large actors like China and Russia (some of the biggest global arms exporters)
were not signed to the treaty, leaving gaps in the international cooperation aspect of it. The treaty
therefore has had limited reach due to the non ratification of major stakeholders and lack of

implementation.

Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their Parts and

Components and Ammunition, Adopted 31 May 2001 by UNGA, Resolution 55/255

The firearms protocol was the first legally binding global instrument specifically on small arms control.
Supplementing the UN Convention against Transnational Organized Crime (UNTOC), the firearms
protocol requires states to criminalize illicit manufacturing and trafficking of firearms; while additionally
keeping track and recording such to strengthen global tracing mechanisms and making proficient progress
in controlling the issue. This treaty attempts to stop diversions of small weapons and arms that get
smuggled into terrorist networks and organizations. The effectiveness of this treaty again is constrained
and lacking by uneven capacity, as well as poor or incomplete reporting. While having high aims, it has

not been managed in a proper way that gives it global legitimacy and effectiveness.

UN Programme of Action (PoA) on Small Arms and Light Weapons (SALW), Adopted
21 July 2001 at the UN Conference on the Illicit Trade in Small Arms and Light Weapons

The UN PoA is a politically binding agreement] which all UN Member States committed to. It calls for
prevention, eradication and attempts to combat the trading and smuggling of illicit trade in SALWs.
Member states are encouraged to strengthen legislation and track arms movement within their territories,
in hopes to curb the illicit trade and flow that occurs transnationally. While not legally binding, meetings
and conferences have occurred to keep states on track and accountable. The UN PoA has improved
coordination and produced practical measures in many states, therefore showing influence and positive
impact.Still, it hasn't reached its full influential potential as it is not a legally binding document, therefore

leaving it up to states to strengthen their measures.
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Previous Attempts to Solve the Issue

UN arms embargo, Somalia

A UN proposed arms embargo for Somalia was imposed to stop weapons from fueling Somalia’s civil
war. The embargo was poorly enforced and therefore, is considered a failed attempt at a solution as
weapons continued to be transported and flow in and out, eventually ending up in the hands of terrorist
organization al-Shabaab. The proposal included sanctions without strong enforcement, which highlights

the need for strong global cooperation to back up possible solutions and legislation.

Libya Arms Embargo

The Libya arms embargo is additionally considered another failed attempt at controlling the issue of
stopping the black market arms trade, specifically in conflict regions and hotspots. The UN embargo was
imposed during the Libyan Civil War to prevent weapons from spreading, yet stockpiles were smuggled
through North and West Africa, and arming groups such as Boko Haram, who committed atrocious
violations. Embargos often fail as the goals are unattainable and borders are hard to control in conflict

regions.

U.S. “Operation Fast and Furious”

The operation fast and furious was an attempt to track illegal smuggling of weapons into Mexico from the
United States. It included allowing suspected smugglers to purchase firearms in hopes of tracking them. It
failed due to authorities losing track of over 2,000 firearms. The attempt not only failed as an attempt to
stop the black market arms trade and illicit channel transport of weapons but also exacerbated the problem

and contributed to it.

Possible Solutions

When addressing issues as large and complex as terrorism, solutions can be difficult, and come
with many complications. One way to control the issue is finding the root causes. The black market can
be classified as one of the main suppliers of weapons to terrorist groups, hence a root cause, fueling their
violent attacks and supplying them resources to achieve their destructing objectives. If the black market
weapons trade can be controlled and stopped, terrorist groups will lose a major part of their weapons
supply, which will in turn halt or at least slow down countless attacks and atrocities that the world faces.

Ultimately, the black market arms trade remains to be a hidden engine in modern day terrorism. Terrorism
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creates countless violent and gruesome conflicts, sustains and prolongs current issues, and undermines
governments. The termination of terrorist groups and the violent atrocities they commit can lead to a more
stable, interconnected and peaceful world. But to truly diminish the presence of terrorist organizations
globally, the international community must highlight and recognize the silent engine of such violent

terrorism as the black market arms trade, to dismantle terrorist networks permanently.

Enhance Border Security and Regulation of Illicit Channels

Enhancing border security and regulation around international borders is a step that could significantly
halt the black market arms trade and its methods of crossing international borders to spread violence
transnationally. States supporting joint border control initiatives will control the amount of individuals
and weapons crossing illegally, and significantly slow down illicit arms channels. This can be done in
vulnerable regions, to prevent worsening conditions, and permanently close hotspot routes that many

terrorist organizations rely on for supply.

Improve Weapon Marking and Tracking

Improving the surveillance and tracking of weapons and arms that fuel terrorist organizations' war crimes
is a great step to stopping the illicit channels of trade. This can be done through states marking,
identifying and keeping record of all the arms and weapons in their possession, so when conflict sunrises
or weapons get transported they are recorded, marked, and trackable. This helps the overall global
coordination of weapons and encourages safe management of global arms. Digital databases can be
implemented and utilized to keep track of such, meaning to know the exact location and movement of
weapons when they are transported, and in the event of a divergence, there are accessible solutions to

regaining control before they enter the possession of terrorist networks.

Combat Online Dark Web Arms Trafficking

Developing technology to combat online dark web trafficking is a major and prominent step that can be
taken in the right direction to halt the global black market weapon transfers that fuel global terrorism. Al
and other databases that can destroy, access, and collect information on the dark web that can give insight
into where the weapons are going, can be a prominent resource for governments and law officials to
intervene and stop such transfers set up by the black market. Additionally, the shutting down of such
online platforms will eliminate a large portion of the black market arms trade that relies directly on sites

like the dark web.
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Implement Regulation in Conflict Zones

Implementing regulation and increased security in conflict zones is a solution that requires international
cooperation and engagement. As conflict zones are often hotspots for black market arms trade and illicit
weapons channels due to political instability and surplus of weapons, terrorist organizations can find all of
their resources in such locations. Increased security and regulation, whether it be UN troops or
collaborative solutions to increase security in such regions, is a step in the right direction of directly

intervening with global problems and attempting to craft hands on solutions

Strengthen International Arms Treaties

Strengthening international arms treaties and legislation is an obvious but necessary step to solving this
global issue. Without binding treaties that lay out the requirements and steps each country needs to take in
order to act as a part of the international collaborative community to stop violence by terrorist
organizations, weapons are still attained through black market trades and illicit channels, and countries
lack responsibility and reason to contribute. To solve this issue, it requires aid from every state, to discuss

and formulate solutions that can benefit the global community.

Every gun that is made, every warship launched, every rocket fired, signifies in the
final sense a theft from those who hunger and are not fed, those who are cold and are
not clothed.

- Dwight D. Eisenhower
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